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U.S. Department of Education Makes Minor but

Significant Changes to FERPA

by Brian M. Kester

On April 8, 2011, the United
States Department of Education
published a number of proposed
changes to the regulations under
the Family Educational Rights and
Privacy Act (“FERPA”), 34 C.F.R. §
99.1 et seq. On December 2,
2011, following the required notice
and comment period, the Depart-
ment released the changes it offi-
cially adopted. These revised regu-
lations, which became effective
January 3, 2012, will have a sig-
nificant impact on the way local
education agencies, such as school
districts and technology centers,
must operate in the future. This arti-
cle identifies the changes made and
highlights the revisions that will
have the greatest impact on local
education agencies.

The Department began its update to
FERPA by revising its definition sec-
tion. For the first time, the Depart-
ment has defined the terms
“authorized representative,” “early
childhood education  program,”
and “education program.” 34
C.F.R. § 99.3. These newly added
definitions largely expand the
scope of FERPA. For instance, the
Department has  defined
“authorized representative” to in-

clude not only those individuals di-
rectly employed by local or state
educational agencies, but also any
entity or individual designated by
these agencies to perform audits,
evaluations, or any compliance en-
forcement activity. Likewise, the
Department has included an expan-
sive definition for the term “early
childhood  education  program,”
which includes not only Head Start
and Early Head Start programs but
also every other state licensed or
regulated childcare program and
other similarly situated programs.
Finally, the last newly defined term,
“education program,” encompasses
not only elementary, secondary,
postsecondary, career and technical
institutes and schools, but also in-
cludes “any program that is princi-
pally engaged in the provision of
education.” As these revised defini-
tions show, the Department intends
for FERPA to extend beyond those
environments traditionally associated
with education so that parents,
guardians and students may enjoy
the Act's protections in non-
traditional settings as well.

In addition to these new definitions,
the Department also revised an exist-
ing term — “directory information” -



which could significantly impact the protection of
certain information. In its revision, the Department
has now stated that information that would not or-
dinarily be directory information, such as student
ID numbers and other unique personal identifiers,
is directory information if such information is dis-
played on student ID badges without the use of ad-
ditional security measures. That is, if the school
does not require information beyond what is pre-
sent on the student ID badges, such as individual
passwords, for example, to authenticate the user’s
identity, then FERPA deems the information on stu-
dent ID badges to be directory information. This
change could cause grave privacy issues for
schools that use their students’ social security num-
bers for student ID numbers.

Because FERPA does not prohibit education pro-
grams from repurposing students’ social security
numbers as student identification numbers or as
other unique personal identifiers, this alteration
could require the display or release of these sensi-
tive numbers to the world. Therefore, based on this
revision, the Department has encouraged educa-
tion programs to either eliminate or greatly mini-
mize any practice of using a student’s social
security number in any way as an iden-
tification number or other personol
identifier. The Department has 4
not, however, prohibited this
practice.

Besides these new
updated  definitions,  the|
Department has also revised
other FERPA provisions as well.
Some changes involve relatively §
minor alterations, such as consoli- ¥
dating the Secretary of Education’ s\\\
power to enforce decisions related to %
FERPA into one regulation. See 34 C.F.R. §
99.67. Other revisions generally alter FERPA’s
regulations to coincide with the new definitions so
that the regulations will apply not only to educa-
tional agencies but also to “other recipient[s] of
Department funds under any program administered

. the Department

has encouraged educational
programs to either eliminate or
LIl greatly minimize any practice of using
a student’s social security number
in any way as an identification
number or other personal

identifier.

by the Secretary” and “any third party outside of
an educational agency or institution.” See 34
C.FR. 8§ 99.61, 99.64, 99.65, 99.66. The
Department also revised 34 C.F.R. § 99.31 to
clarify that FERPA-permitted entities may re-
disclose students’ personally identifiable informa-
tion in education records as part of agreements
with researchers who are conducting studies for,
or on behalf of, the educational agencies and in-
stitutions. Unlike before, however, this new revi-
sion requires researchers who receive students’
personally identifiable information to destroy that
information after its use rather than return it to the
education agency.

Beyond these relatively minor changes, the
Department also altered two additional regulo-
tions — 34 C.F.R. §§ 99.35 and 99.37 — that will
undoubtedly vary the way in which education pro-
grams must operate to be in compliance with
FERPA. First, the Department revised 34 C.F.R. §
99.35, which pertains to the conditions that apply
to disclosure of information for state and federal
program purposes, by altering the requirements
education programs must follow when releasing
students’ personally identifiable information.
This revised regulation now requires
B that when an education program
A discloses students’ personally
A identifiable information to an
authorized representative un-
der one of the FERPA excep-
tions but without prior con-
| sent, it must first form a writ-
ten agreement with that rep-
resentative. To be valid, the
" written agreement must contain
// certain information, such as the
¥ identity of the authorized represen-
tohve the specific personally identifi-

" able information that is fo be disclosed, and a

clear description of the activity and purpose for
the disclosure. 34 C.F.R. § 99.35(a)(3)(i)-(ii). This
written agreement must also require the author-
ized representative to destroy the students’ person-
ally identifiable information within a specific time
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period; the authorized representative is not to re-
turn the personally identifiable information to the
releasing agency. 34 C.F.R. § 99.35(a)(3)(iii)-{iv).
Finally, this revision now requires local education
agencies to establish policies and procedures that
will ensure that the personally identifiable informa-
tion it releases to authorized representatives will
not be re-disclosed by those representatives. 34

C.FR. § 99.35(a)(3)(v).

The second, and likely most significant revision by
the Department, alters 34 C.F.R. § 99.37 by
changing the way local education agencies can
release directory information. As the regulation
now reads,

In its public notice to parents and eligi-
ble students in attendance at the
agency or institution ..., an educational
agency or institution may specify that
disclosure of directory information will
be limited to specific parties, for spe-
cific purposes, or both. When an edu-
cational agency or institution specifies
that disclosure of directory information

will be limited to specific parties, for
specific purposes, or both, the educa-
tional agency or institution must limit its
directory information disclosures to
those specified in its public notice ....

34 C.F.R. § 99.37(d). As this modification shows,
local education agencies now have the power to
choose for themselves when and to whom they will
release directory information, so long as their
practice abides by the release constraints identi-
fied in the annual notification to parents. Once the
local education agency provides its public notice
identifying the limited release of directory informa-
tion to specific parties, for specific purposes, or
both, however, it must abide by its self-created
constraints.

In addition to this modification to annual notices,
the Department also modified another portion of
34 C.F.R. § 99.37 that will further affect the dis-
closure of directory information. Under the revised
regulation, parents, guardians and eligible stu-
dents still retain the general right to opt out of hav-
ing their directory information disclosed. However,
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that right, as before, has limitations. The regula-
tion continues to state that parents, guardians and
eligible students cannot opt out of disclosing direc-
tory information if the purpose is to prevent disclo-
sure of “the student’s name, identifier, or institu-
tional e-mail address in a class in which the stu-
dent is enrolled.” 34 C.F.R. § 99.37(c)(1). The
revised regulation adds an additional exception to
coincide with its revised definition of “directory
information,” however. Under the new exception,
parents, guardians and eligible students cannot
opt out of disclosing directory information if the
only purpose is to “[p]revent an educational
agency or institution from requiring a student to
wear, to display publicly, or to disclose a student
ID card or badge that exhibits information that
may be designated [properly by the education
program] as directory information ....” 34 C.F.R.

§ 99.37(c)(2). This means that while parents,
guardians and eligible students may generally opt
out of permitting the schools to the disclose the stu-
dent’s directory information, they may not exercise
this opt out option for either of the above-stated
reasons.

The changes the Department made to FERPA,
while relatively few in number, will impact the op-
erations of local education agencies. Though all of
the changes are significant, the two most impor-
tant changes pertain to the manner in which stu-
dents’ personally identifiable information is re-
leased and treated by authorized representatives,
and the information that schools must provide in
the annual notification relating to the release of
directory information. With these regulations now
in effect, local education agencies must modify
their practices accordingly.
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